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Executive Summary 


DIGITALEUROPE, the association representing digitally transforming industries in 
Europe, expresses its strong support for formal negotiations on a new plurilateral 
agreement on trade-related aspects of ecommerce, as first announced on the 
fringes of the World Economic Forum in Davos in January 2019. 


Since that important step was taken by the EU along with 48 other trade partners, 
the need for global rules on digital trade has never been clearer. Thanks to the 
global digital ecosystem, many companies in Europe and across the world have 
been able to swiftly shift online and continue their business activities, despite the 
unprecedented circumstances of the Covid-19 pandemic. Looking forward, 
removing barriers to digital trade and the trade of technologies will be crucial for 
global recovery, by enhancing the benefits of e-commerce and digital 
transformation for businesses and consumers across the globe. 


While all industrial value chains (including manufacturing goods) depend more 
and more on research and innovation, flows of services and data have become 
the real connector and growth engine of economies in the 21st century. Over the 
last decade, trade in services at global level has grown 60% faster than trade in 
goods’. In fact, services already create more value in global trade than goods 
when using alternative measures?. 


1 McKinsey Global Institute, “Globalization in transition: The future of trade and value chains”, January 2019 
Report. Available at 
https:/www.mckinsey.com/~/media/McKinsey/Featured%20lnsights/Innovation/Globalization%20in%20tran 
sition%20The%20future%200f%20trade%20and %20value%20chains/MGI- 
Globalization%20in%20transition-The-future-of-trade-and-value-chains-Full-report.ashx 


2 Ibid. 
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Our members 
operate global 
supply chains, and 
itis essential that 
they can transfer 
data between their 
sites of operation. 
While binding 
corporate rules 
enable internal 
data flows, other 
mechanisms are 
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transfers of data to 
third parties, such 
as suppliers and 
customers. Data 
localisation 
measures put 
these mechanisms 
at risk, and lead to 
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and increased 
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Digital technologies and e-commerce — enabled by clear-cut and modern e- 
commerce rules — are therefore vital to ensure: 


>> the successful digital transformation of businesses and business models of 
European companies; 


>> the recovery and future growth of the global economy, creation of jobs and ability 
of companies to innovate in Europe, and; 


>> the future competitiveness of Europe in the world market. 


DIGITALEUROPE thus strongly supports the goal of concluding this agreement 
on e-commerce at the WTO, with its potential to remove trade barriers that 
currently impede these important developments. Achieving this will help to better 
harness existing and future opportunities of digitisation in global markets, while 
recognising the important role of the multilateral rules-based system of WTO in 
promoting open, transparent, non-discriminatory and predictable regulatory 
environments. Above all, this is the case for the facilitation of cross-border data 
flows, which are the lifeblood of the global digital ecosystem. Indeed, this project 
is not only about the digital transformation of society and industry in Europe, but 
can also help close the increasing digital divide among citizens and consumers. 


DIGITALEUROPE underlines the urgent need to maintain political momentum 
regarding the finalisation of a first text, and for negotiating partners to strive for 
progress despite current challenges. To achieve the most from the agreement, it 
is important that it is both ambitious in enabling in promoting e-commerce, as well 
as inclusive in bringing on board as many WTO members as possible. 
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Data flows for economic growth and societal benefit — a 
unique opportunity 


Barriers to the free flow of data constrain cross-border trade and investment, impede 
innovation, and reduce access to the most advanced technologies with affordable cost. 
They also undermine data protection and privacy standards and reduce public welfare 
benefits in areas such as education, health and security. 

How data flows can help: A German engineering and technology company produces 
connected Internet of Things (loT) systems which power the smart cities of the future. 
City data platforms, environmental monitoring tools, smart energy grids and energy 
storage solutions consist of interconnected hardware and software (including Al systems) 
which are designed and trained using global distributed data that helps model various use 
cases and situations. In addition, transport and energy corridors -- as well as urban 
agglomerations -- often straddle national borders. A prevalence of localisation 
requirements across the world would slow the development of such systems by limiting 
the quantity and types of data collected from millions of loT devices that can be used to 
train the underlying models. 


Forced localisation does not assist with data protection in any way but can rather reduce 
the security offered to affected data. It causes significant operational disruption and 
increases the cost of doing business. 


Standing against protectionism 


DIGITALEUROPE has long advocated for the recognition of the fact that cross-border 
data transfers are increasingly a key prerequisite for any business operating 
internationally to be successful in taking advantage of today’s digital technologies. Forced 
localisation of storage and data processing and other types of restrictions on the transfer 
of data prevent firms of all sizes from effectively serving their global customers. It hinders 
the access and distribution of information at a global scale and makes it difficult to benefit 
from the lower cost-of-entry and increased economies of scale that global data centres 
can provide. Technical barriers to free flow of data from third countries to the EU may 
force European firms to transfer related jobs (e.g. data analytics) and investments into 
such third countries with protectionist policies. Therefore, the introduction of robust 
provisions allowing the free flow of data is an essential element of a healthy global digital 
trade environment. 

How data flows can help: A Romanian company exports its ICT services outside the 
EU, including software development, quality assurance, systems deployment consulting 
and support. Data localisation requirements would cause widespread disruption in this 
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business model and hinder exports to more countries around the world by complicating 
and making more expensive the flow of data between support staff, distributed 
development teams, and clients. 


Bringing best practices to the global level 


We encourage all participants of the e-commerce initiative to pursue ambitious provisions 
to enable cross-border data flows and prevent forced localisation. In DIGITALEUROPE’s 
view, Art. 14.11 on cross-border transfers of information by electronic means and Art. 
14.13 on location of computer facilities of the Comprehensive and Progressive 
Agreement for Trans-Pacific Partnership provide useful benchmarks’. So do Art. 19.11 
and 19.12 of the US-Mexico-Canada Agreement’, as they establish general rules to 
enable cross-border data flows and limit forced data localisation while ensuring 
that any restrictions on these transfers are tailored to a government’s legitimate 
public policy concerns and administered in a non-discriminatory manner. No such 
restrictions should be used for or legitimised by protectionist purposes. 


How data flows can help: The flow of non-personal data across borders is an important 
enabler of big data and Al applications in the pharmaceutical industry, powering for 
instance drug discovery, early detection and prevention technologies. Innovation in 
medical devices and pharmaceuticals is increasingly reliant on health data ecosystems, 
where more sophisticated, and interoperable, real-world evidence from clinical trials 
translates into more competitive products and services. Data localisation requirements in 
other advanced economies would significantly hinder the ability of EU pharmaceutical and 
biotech firms, including SMEs, to scale and innovate in an increasingly data-driven 
industry. 


Further opportunities to boost digital trade 


Beyond establishing global rules facilitating data flows, there are many more was in which 
this agreement can contribute to a better-functioning global digital ecosystem. 


3 Comprehensive and Progressive Agreement for Trans-Pacific Partnership, Art. 14 on E-Commerce is 
available here: https:/Awww.mfat.govt.nz/assets/TransPacific-Partnership/Text/14.-Electronic-Commerce- 
Chapter.pdf 


4 Agreement between the United States of America, the United Mexican States, and Canada, Art. 19 on 
Digital Trade is available here: 
https://ustr.gov/sites/default/files/files/agreements/FTA/USMCA/Text/19_ Digital_ Trade.pdf 
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Prohibiting disclosure requirements for source code, encryption 
keys and technology transfer 


Encryption is fundamental for the economic growth and societal enhancement of digital 
trade as it allows citizens and organisations to communicate and store information 
securely and confidentially while protecting data against increasingly sophisticated 
cyberattacks. Government mandates on the design of technology for civilian use, 
including the creation of backdoors, will impede innovation, hurt the economy, and 
weaken data security and privacy. Technology providers should be enabled to develop 
and implement encryption solutions tailored to achieve the best possible data security 
and privacy. 


In addition, forced transfer of technology, source code, algorithms and encryption 
keys as well as the use or integration of a particular cryptographic algorithm/cipher 
create uncertainty regarding the protection of intellectual property and customer data. 
This significantly impacts companies’ export operations and should be prohibited. 
Governments must not mandate any access to proprietary information, source code or 
require forced transfers of technology as a condition of market access for civilian use of 
ICT. Useful benchmarks here include USMCA Article 19.16 and CPTPP Article 14.17. 


Prohibiting customs duties on electronic transmissions 


Countries should commit to refrain from imposing tariffs and discriminatory taxes on 
cross-border data flows and digital products, so that all firms can compete on a level 
playing field globally and all consumers have access to the best and most innovative 
digital technologies, services and products in order to avoid a digital divide. The WTO 
moratorium on the imposition of tariffs on digital goods and electronic 
transmissions has been in place since 1998, subject to renewal at the biannual 
Ministerial Conference. With the moratorium, ministers declare that members continue 
their practice of not imposing customs duties on electronic transmissions. 


The WTO moratorium has been crucial to advance e-commerce as an essential element 
of global trade. Now it is also a vital underpinning for the rest of the economy and digital 
transformation of all industries. Should the moratorium cease, as some countries have 
advocated for, it would be a significant protectionist move under the aegis of the WTO, 
going against its trade liberalising mission. DIGITALEUROPE views it as essential that 
the moratorium be made permanent and binding, in order to provide the certainty that 
digital or digitally-enabled businesses need to invest and expand their trade. 


Encouraging expansion of the WTO Information Technology 
Agreement 
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The ITA is a historic tariff-busting agreement that has significantly contributed to the 
digital transformation of our societies and our industries. It led to the elimination of import 
duties on products, which in 2013 accounted for an estimated US $ 1.6 trillion. Ever since 
its signing in 1996, global industry regards ITA as one of the most commercially viable 
WTO trade pacts as it promotes jobs, increases competitiveness, lowers consumer 
prices, boosts economic growth and fosters innovation around the world. 
DIGITALEUROPE applauded the expansion of ITA in 2015 to expand the list of covered 
products to keep pace with technological change. 


The new agreement covers inter alia new generation semiconductors, optical lenses, 
GPS and medical equipment. Annual trade in the additional 201 products is valued at US 
$1.3 trillion per year and accounts for approximately 7% of total global trade today. It 
thereby results in around US $50 billion in tariff savings on ICT sales globally each 
year, adding approximately US $190 billion to global GDP through increased trade. 
We now encourage more governments around the world to become signatories and seek 
appropriate ways to remove non-tariff barriers. In addition, negotiators should consider a 
third expansion, bringing into the ITA’s remit not only new emerging technology goods, 
such as 3D printers, but also underpinning technology to the digital economy, for example 
fibre optic and copper wiring. 


Furthermore, expansion of the ITA from a geographical standpoint should continue to 
be pursued, and go hand-in-hand with the eCommerce negotiations. 


Eliminate or reduce red tape and discriminatory regulatory 
barriers 


DIGITALEUROPE supports trade facilitation policies that foster administrative ease, 
cost-effectiveness, speedy and barrier-free entry to markets, predictability, fair 
enforcement, and transparency relative to the import, export and transit of goods, 
subject to legitimate processes to restrict the flow of counterfeit products across borders. 
In particular, we support efforts that achieve the following priorities: 


= Deployment of automated (paperless) systems and procedures that expedite the 
release of goods and the processing of customs information, foster consistency 
with international IT standards, ensure system interoperability/compatibility, and 
embrace common worldwide data elements and related processes established by 
the WCO. 


= Availability of “management by account” programs that enable customs authorities 
to flexibly tailor administration of customs rules related to classification, value, 
admissibility, etc. to a trader’s particular business practices. 
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= Acceptance of the legal validity of electronic signatures, electronic authentication 
and electronic contracts. 


Setting standard minimum de minimis thresholds 


DIGITALEUROPE would like to recommend that the EU work with foreign customs 
authorities to increase de minimis thresholds that reflect the modern reality of today’s 
global value chains. In the EU, the de minimis duty-free threshold for imports from third 
countries is € 150 but this threshold is not aligned with the de minimis threshold for VAT 
collected on importation which is currently € 22. Alignment between import duties and 
VAT-free treatment thresholds in the EU is recommended as well as alignment with 
similar rules applicable in other countries such as the US. Global harmonisation in this 
area would facilitate e-commerce business by removing tariff and other indirect tax 
barriers for low value shipments. Harmonisation should also include reduction of customs 
formalities for this type of imports. 


Facilitating electronic transactions 


Each of these examples shares a common denominator — the free movement of safe and 
secure data within and across borders. Thus, in addition to the integration of innovative 
technologies, we recommend that the European Commission works to prohibit the 
imposition of duties, tariffs, and/or taxes on the importation or exportation of data 
flows, digital products, and any electronic data transmission to prevent the 
deceleration of the digital economy and avoid undermining technological innovation as a 
critical element of customs modernisation efforts globally 


The movement of data and electronic transactions across borders underpins the digital 
economy. At the core of this new and rapidly evolving trade environment is an intricate 
network of data supply chain models that serve as the backbone of the digital 
economy consisting of data centres, the Internet of Things (loT) ecosystem, and an ever- 
evolving telecom infrastructure (soon to be enhanced with 5G technologies). The ability 
for the electronic transmission of data to move freely across borders also enables the 
implementation of more efficient trade facilitation measures. 


Rapidly growing digital technologies such as distributed ledgers or blockchain, 
according to the OECD, “have the potential to create novel ecosystems for trade: helping 
coordinate value chains by increasing trust and speed of transactions; empowering 
actors; enabling the verification of the provenance of products; facilitating the transfer of 
funds and helping better enforce or automate contracts (such as through smart 
contracts). At the same time, these digital technologies can enhance trust for consumers, 
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increase the resilience of value chain for private actors, and enable the public sector to 
better manage risk and costs for customs authorities”. 


In addition, DIGITALEUROPE recommends looking to the integration of Artificial 
Intelligence (Al), Machine Learning (ML), and commercial cloud computing 
applications which can assist in commodity classification, valuation, and tariff 
compliance. 


Facilitating open access to government data 


In a data driven global economy, access to data is an important spur to innovation and 
growth. Governments can play a key role in promoting an inclusive and innovative digital 
ecosystem by pursuing policies to make government data open and machine 
readable. By doing this, they can help prevent data silos where incumbent players have 
an advantage through greater access to data than small and medium sized enterprises. 
In DIGITALEUROPE’s view the US-Mexico-Canada Agreement Article 19.19 can provide 
a useful baseline to promote the open government data as default °. 


FOR MORE INFORMATION, PLEASE CONTACT: 


ax  Tsai-wei Chao-Muller 
Policy Director, Digital Technology, Innovation and Trade 


tsai-wei.chao@digitaleurope.org 


àa Barry McKeon 


Senior Policy Manager — Trade and Competition 


barry.mckeon@digitaleurope.org 


5 OECD Trade and Agricultural Directorate-Trade Committee, Working Party of the Trade Committee; “Digital 
Trade and Market Openness”, August 2018. 


6 Agreement between the United States of America, the United Mexican States, and Canada, Art. 19 on 
Digital Trade is available here: 
https://ustr.gov/sites/default/files/files/agreements/FTA/USMCA/Text/19_Digital_Trade.pdf 
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About DIGITALEUROPE 


DIGITALEUROPE represents the digital technology industry in Europe. Our members include 
some of the world’s largest IT, telecoms and consumer electronics companies and national 
associations from every part of Europe. DIGITALEUROPE wants European businesses and 
citizens to benefit fully from digital technologies and for Europe to grow, attract and sustain the 
world’s best digital technology companies. DIGITALEUROPE ensures industry participation in 
the development and implementation of EU policies. 
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Corporate Members 


Accenture, Airbus, Amazon, AMD, Apple, Arçelik, Bayer, Bidao, Bosch, Bose, Bristol-Myers Squibb, Brother, 
Canon, Cisco, DATEV, Dell, Dropbox, Eli Lilly and Company, Epson, Ericsson, Facebook, Fujitsu, Google, 
Graphcore, Hewlett Packard Enterprise, Hitachi, HP Inc., HSBC, Huawei, Intel, Johnson & Johnson, JVC 
Kenwood Group, Konica Minolta, Kyocera, Lenovo, Lexmark, LG Electronics, Mastercard, METRO, 
Microsoft, Mitsubishi Electric Europe, Motorola Solutions, MSD Europe Inc., NEC, Nokia, Nvidia Ltd., Oki, 
OPPO, Oracle, Palo Alto Networks, Panasonic Europe, Philips, Qualcomm, Red Hat, Ricoh, Roche, 
Rockwell Automation, Samsung, SAP, SAS, Schneider Electric, Sharp Electronics, Siemens, Siemens 
Healthineers, Sony, Swatch Group, Tata Consultancy Services, Technicolor, Texas Instruments, Toshiba, 


TP Vision, UnitedHealth Group, Visa, VMware, Xerox. 


National Trade Associations 


Austria: |OO 

Belarus: INFOPARK 
Belgium: AGORIA 
Croatia: Croatian 
Chamber of Economy 
Cyprus: CITEA 

Denmark: DI Digital, IT 
BRANCHEN, Dansk Erhverv 
Estonia: ITL 

Finland: TIF 

France: AFNUM, Syntec 
Numérique, Tech in France 


Germany: BITKOM, ZVEI 
Greece: SEPE 

Hungary: IVSZ 

Ireland: Technology Ireland 
Italy: Anitec-Assinform 
Lithuania: INFOBALT 
Luxembourg: APSI 
Netherlands: NLdigital, FIAR 
Norway: Abelia 

Poland: KIGEIT, PIIT, ZIPSEE 
Portugal: AGEFE 

Romania: ANIS, APDETIC 


Slovakia: ITAS 

Slovenia: GZS 

Spain: AMETIC 

Sweden: Teknikféretagen, 
IT&Telekomféretagen 
Switzerland: SWICO 

Turkey: Digital Turkey Platform, 
ECID 

Ukraine: IT UKRAINE 

United Kingdom: techUK 


